
SECURITY PROFESSIONAL 
EDUCATION & DEVELOPMENT 

(SPēD) 
 
INTRODUCTION 
 
SPēD is a training and certification program for the DoD security workforce that defines a clear 
career path and core curriculum for the development of DoD security professionals. 
 
The suite of training courses designed to support SPēD comprises four core security disciplines: 
information, personnel, physical, and industrial security, plus associated general security training 
topics. This training is organized into three distinct levels of complexity: Level 1 (entry), Level 2 
(skilled), and Level 3 (expert). All training in Levels 1 and 2 are web-based. Level 3 blends 
Web-Based Training (WBT) with instructor-facilitated workshops and a seminar. 
 
Individuals can become certified at two levels across all four core security disciplines as either a 
Certified Defense Security Professional (CDSP), or Executive CDSP. Alternately, individual 
specialty certifications also exist for certification within one or more of those disciplines. There 
is a comprehensive suite of courseware available (or under development) to support professional 
development and these six formal certifications. 
 
There are six separate certifications to support the four core security disciplines at Level 2 and 
Level 3. There is no certification at Level 1. 
 
Applicants can become certified across all four core security disciplines at Level 2, the skilled 
level, and be designated as a “Certified Defense Security Professional (CDSP).” 
 
Applicants can become certified as a specialist in one (or more) of the four core security 
disciplines at Level 3, the expert level, and be designated as a “Certified Defense Security 
Professional (Information), (Personnel), (Physical), or (Industrial).” 
 
Applicants who have attained the CDSP designation and who complete coursework for all four 
disciplines at Level 3, plus participated in the “DoD Security Executive Development Seminar” 
can be designated as an “Executive Certified Defense Security Professional (ECDSP).” 
 
It is recognized that some individuals will pursue certification while others will be more 
interested in obtaining training. Either way, SPēD accommodates the need as defined by 
individuals or supervisors. The SPēD Catalog will contain a Supervisor’s Guide and User’s 
Guide to assist in planning career growth strategies. 
 
Details on these training and certification programs can be found in the “Training” and 
“Certification” sections of this document. 



 
SPēD MODULAR TRAINING & CERTIFICATION PROGRAM 
All courseware is available on-line, using the DSS Academy’s Learning Management System 
(LMS), ENROL. This distance-learning approach will provide continuous availability, regardless 
of the learner’s location or time of day. All that’s required to begin training is a computer with an 
internet connection and an ENROL account. Courseware can be taken in any order for training. 
For certification, certain pre-requisites may apply. In addition to the core security discipline 
courses, additional courses are provided at each level to cover general security topics such as 
Communications Security (COMSEC), Counterintelligence, Information Assurance, Marking, 
Operations Security (OPSEC), Research Technology Protection, Risk Management, Sensitive 
Compartmented Information, Security Program Policy, TEMPEST. 
 
THREE LEVELS OF COMPLEXITY 
SPēD addresses the security education and professional development needs of individuals at 
three distinct levels in their career. In order to develop skill standards for the SPēD training and 
certification program, it is necessary to agree upon the scope of work, authority, and supervision 
of individuals involved in the program. Terms adopted to describe the three levels are based on 
National Security Personnel System (NSPS) guidelines. 
 
LEVEL 1 
At Level 1, it is assumed that individuals perform task-level work as security team members, and 
individuals must be supervised. 
 
Level 1 is the entry level for awareness & familiarization training.  Security professionals will be 
introduced to the basic range of security disciplines: information, personnel, physical, and 
industrial security. General security training appropriate to this level is also included. 
Courseware is 1000 series. At this level, the focus is on awareness. In other words, “Tell me.” 
 
LEVEL 2 
At Level 2, it is assumed that individuals work independently and function at the full 
performance level. They are expected to manage and mentor security team members with 
minimal supervision. 
 
Level 2 is the skilled level; and although it covers the same subject areas found in the entry level, 
there is a greater emphasis on application, decision making, and increased interaction. General 
security training appropriate to this level is also included. Courseware is 2000 series. This WBT 
is infused with realistic, scenario-rich, DoD-simulated environments. In other words, “Show 
me.” 
 
All courses for Levels 1 and 2 will be entirely on-line, using the DSS Academy’s WBT system: 
ENROL. This distance-learning approach will make sure the program is available to all DoD 
personnel, wherever they are in the world, at all times. 
 
LEVEL 3 
At Level 3, it is assumed that individuals direct the technical work of others and function at the 
highest levels of the security system. They are principal advisors, subject matter experts, and 
often can be found in policy-making positions. 
 



Level 3 training is the expert level, designed for the most accomplished security professionals 
through continued use of on-line courseware, plus facilitated classroom workshops using a 
scenario-based DoD security environment. At this level, each WBT course is designed to support 
a facilitated resident workshop. General security training appropriate to this level is also 
included. Courseware is 3000 series. Case studies and scenarios are introduced in the course, 
then examined and analyzed in depth during the workshop. In other words, “Demonstrate it.” 
 
 
 
 
SKILL STANDARDS ANALYSIS 
Scientific research and analysis has been employed to ensure that only relevant, accurate 
information was used to draw conclusions. Experts in the security community established skill 
standards which reflect the current and future security needs of the Department of Defense. 
These have been vetted by a representative group of security professionals, both in the field, and 
on staff, to ensure that all appropriate elements of an effective security program have been 
captured. Further, a team led by a noted industrial psychologist has guided the efforts of security 
practitioners from across the DoD to scientifically capture real-time program requirements. 



BACKGROUND/HISTORY 
 
How did SPēD evolve? 
 
Our efforts today were built on the foundation research and studies conducted by the Joint 
Security Training Consortium (JSTC). JSTC was a coordinated and combined effort between the 
DoD and Intelligence security communities which focused on training and professional 
development.  
 
The JSTC effort spanned four years, from 2000 to 2004. JSTC’s purpose was to define skills and 
establish career development milestones for security practitioners in the DoD and the 
Intelligence Community. 
 
JSTC was tasked to identify and validate core security disciplines and available training 
recognized by the DoD and Intelligence security communities.  The JSTC was also tasked with 
the following: 

• Develop and implement core security training and professional development policy.  
• Evaluate and construct a certification program. 
• Enable cross-disciplinary certification. 
• Evaluate core training and address gaps. 

 
In 2004, the JSTC initiative ended and all efforts came to a halt as JSTC was disbanded. 
 
In September 2005, the Director of Security, Deputy Under Secretary of Defense 
(Counterintelligence and Security (ODUSD(CI&S)) invited representatives from the Defense 
Security Service (DSS), Security Education, Training and Awareness (SETA) directorate, to 
discuss a training and certification program for the DoD security workforce. At that time SETA 
was asked to facilitate efforts associated with this endeavor. The Security Professional Education 
and Development Program (SPēD) was born….picking up where JSTC left off. 
 
It was decided that for this effort to be successful, there needed to be community representation 
from the Military Services and DoD Agencies. The five member Certification Steering Group 
(CSG) was formed in September 2005, with senior security officials from the Air Force, Army, 
and Navy and two Defense Agencies. The CSG served as the decision making authority for 
SPēD direction and actions. 
 
On 13 April 2006, DSS was assigned responsibility for establishing continuing education 
programs for DoD security professionals (e.g., SPēD) by the Director of Security, 
ODUSD(CI&S).  
 
OBJECTIVES AND IMPACT ON DoD 
There is a real need to “Train the Workforce” by standardizing SPēD skill standards, providing 
realistic, high-quality training, and including topics relevant to the security needs of today and 
the future. The supervisor will also find the SPēD program an ideal guide when developing 
employee Individual Development Plans (IDP). 
 



A primary goal of SPeD is to “Certify the Workforce.” Today’s DoD high tempo operating 
environment demands trained, skilled and top performing security professionals. 
 
The plan to “Sustain the Workforce” includes being well prepared to exceed the challenges and 
threats we will face in the future. SPēD focuses on the imperative that security professionals be 
provided with the skills and knowledge necessary to achieve specialty and multi-disciplinary 
training and certification. 
 
THE SPēD INITIATIVE 
SPēD supports The President’s Management Agenda, Initiative #1…Strategic Management of 
Human Capital. This is most commonly identified as “getting to green” when evaluating 
government agency performance.  It also supports the DoD Civilian Human Capital Strategic 
Plan for 2006-2010. SPēD recognizes the security profession and establishes training and 
development standards for DoD. 
 
SPēD will provide a career path for DoD security professionals to increase their knowledge and 
skill in the areas in which they protect people, information, facilities, operations, and activities. 
The initiative will provide courseware, mentors, instructors, and certification to foster growth, 
proficiency, and excellence for every participant. 
 
It also provides for supervisor involvement by determining what skills the applicant needs to 
perform at levels commensurate with their position. 
 
DoD STRATEGIC PLAN 
The Civilian Human Capital Strategic Plan 2006-2010 builds on the strength and commitment of 
the DoD civilian workforce, laying the foundation for seamless integration with the Total Force 
and accountability in a results-oriented, performance-based environment. DoD’s goal is to 
maintain a competent, motivated, and mission-ready workforce to support the Department of 
Defense and respond to emerging threats. 
The strategy relies on three initiatives: 

• Competency-based occupational planning 
• Performance-based management 
• Enhanced opportunities for personal and professional growth 

 
The competency and occupational based system relies on common definitions of competencies 
and work across all DoD components. Leadership competencies will be a key piece of this 
framework. 
 
Performance-based management relies on efforts to increase the effectiveness of the DoD 
workforce through clear linkage of individual performance objectives with the mission and goals 
of the Department. The result will be a mission-focused, results-oriented, and high-performing 
workforce that will have the capability to perform, as well as the direction, motivation, and focus 
to meet any challenge in achieving DoD’s mission. 
 
And lastly, to provide appropriate education, training, and development that will expand personal 
and professional growth. 
 
 



IDENTIFIED AS A DUSD(CI&S) GOAL, OBJECTIVE, AND PERFORMANCE 
METRIC…. 
Additionally, a strategic goal, objective and performance metric established for the Deputy 
Under Secretary for Defense, Counterintelligence and Security DUSD(CI&S) is the development 
of a professionalism program for DoD security personnel.  
 
Goal: ”A protected environment of human and technological countermeasures against current 
and future threats to DoD technology, information and operations.” 
 
Objective: “Continue to improve the competency, professionalism and retention of personnel 
within the DoD security and counterintelligence fields.” 
 
Key Performance measure: By to develop a “professionalization” program for DoD security 
personnel. 



MISSION STATEMENT 
 
“SPēD will provide a career path for DoD security professionals to increase their knowledge and 
skill in the areas in which they protect people, information, facilities, operations, and activities. 
The initiative will provide courseware, mentors, instructors, and certification to foster growth, 
proficiency, and excellence in every participant.” 
 

• Exciting times for the DoD security workforce! Something long overdue and what the 
community has been asking for… 

 
• SPēD provides a structured career path for the DoD security professional. 
 
• The community is being offered numerous training venues that will increase their 

knowledge and skill levels across core disciplines. This training and certification 
pathway will educate the DoD security professional in areas in which they have been 
entrusted to protect people, information, facilities, operations, and activities. 

 
• The SPēD initiative will provide best-of-breed and cutting-edge courseware, mentors, 

instructors, and certification to foster growth, proficiency, and excellence for every 
participant.  

 
• The ultimate result will be a better trained workforce of security practitioners that 

“learn, perform, and protect.” 



TRAINING 
 
LEVEL 1 AWARENESS TRAINING 
PREREQUISITES: 
There are no prerequisites for individuals who wish to take WBT courses at the awareness and 
familiarization level. Simply establish an account in DSS Academy’s WBT system, ENROL, and 
begin taking courses. 
 
COURSEWARE: 
There is one WBT course for each of the four core security disciplines,  

Information Security,  
Personnel Security,  
Physical Security, and  
Industrial Security. 

There are several web-based General Security Training courses. These include: COMSEC, 
Counterintelligence (CI), Information Assurance (IA), International Programs, Marking, 
Operations Security (OPSEC), Research Technology Protection (RTP), Risk Management, 
Sensitive Compartmented Information (SCI), Security Program Policy, and TEMPEST. 
Courses can be taken in any order. Upon successful completion of each course, a record of 
completion will be issued. The learner will be able to print a certificate, and the completion will 
create an electronic record in the ENROL system of record. 
 
TESTING: 
Individuals who already possess experience or knowledge in a subject area may proceed directly 
to the exam. Successful completion of the exam will result in issuance of a record of completion, 
whether the courseware was actually taken or not. If a passing grade is not achieved, the 
applicant may examine the courseware, then retake the exam. There is an exam at the completion 
of each of the four core security discipline WBT courses, plus one at the completion of each 
General Security WBT course. Additionally, a comprehensive exam covering all subject matter 
within Level 1 is also available. 
 
CERTIFICATION: 
There is no certification at this level; however, a comprehensive exam covering all subject matter 
within Level 1 is available. 
 
LEVEL 2 SINGLE DISCIPLINE TRAINING 
PREREQUISITES: 
There are no prerequisites for accessing Level 2 WBT courses. Experienced or knowledgeable 
learners may enter the suite of courses at Level 2 if they desire. Level 2 courseware is designed 
with ready, rapid links back to Level 1 content for clarification, explanation, or reference when 
appropriate. 
 
COURSEWARE: 
There are multiple courses within each of the security disciplines at Level 2. The large volume of 
subject matter at the skilled level necessitates a focused approach for the major topic areas within 
each discipline. At this level, courses are designed to include appropriate scenario-based DoD 
security environments with high levels of interaction with the student, including decision-making 



and value-judgments with feedback. There are also several web-based General Security Training 
courses. These courses will be drawn from a pool of topics which include: COMSEC, 
Counterintelligence (CI), Information Assurance (IA), International Programs, Marking, 
Operations Security (OPSEC), Research Technology Protection (RTP), Risk Management, 
Sensitive Compartmented Information (SCI), Security Program Policy, and TEMPEST. 
On successful completion of each course, a record of completion will be issued. Courses can be 
taken in any order. The learner will be able to print a certificate, and the completion will create 
an electronic record in the ENROL system of record. 
 
TESTING: 
Individuals who already possess experience or knowledge in a subject area may proceed directly 
to the test for the Level 1 and 2 General Security Training or single discipline WBT courses; 
however, since the resident workshop relies heavily on the advanced WBT course content, there 
is no test-out option for the Level 3 courseware when an individual is seeking certification as a 
CDSP (Specialty). 
Successful completion of the exam will result in issuance of a record of completion, whether the 
courseware was actually taken or not. If a passing grade is not achieved, the applicant will 
simply take the courseware, then retake the exam. 
 
CERTIFICATION: 
There is no certification for single disciplines at this level. 



CERTIFICATION 
 
Single-discipline certification opportunities exist within each of the four core security 
disciplines; Information Security, Personnel Security, Physical Security, and Industrial Security. 
Individuals may pursue one or more of these tracks, achieving certification through a 
combination of WBT and resident workshops. 
 
Multi-discipline certification opportunities exit across the four core security disciplines. 
Individuals may pursue multi-discipline certification tracks at either Level 2 or Level 3. Level 2 
training is entirely on-line; Level 3 training combines WBT and a resident seminar. 
 
SPēD certification is recognizable, quantifiable, and widely recognized as meeting the needs of 
the DoD security community. 
 
SINGLE DISCIPLINE CERTIFICATION 
PREREQUISITES: 
Security specialists who aspire to certification as a specialist in one (or more) of the four core 
security disciplines will have to complete (or test out of) all of the Level 2 courses within that 
discipline, plus Level 1 and 2 General Security WBT courses. 
 
COURSEWARE: 
There is one advanced WBT course associated with each of the four core security disciplines. 
This course is designed to provide a series of case studies and scenarios which will also be used 
in the resident workshop. The learner will be able to print a certificate, and the completion will 
create an electronic record in the ENROL system of record. 
 
The resident workshop will employ many blended training opportunities, which may include 
brainstorming, coaching, demonstration, DoD scenario environments, facilitation, field work, 
games, group discussion, individual and team practice sessions, mentoring, panel discussions, 
problem solving, publishing projects, role play, simulation, and student presentations. 
 
TESTING: 
Individuals who already possess experience or knowledge in a subject area may proceed directly 
to the test for the Level 1 and 2 General Security Training or single discipline WBT courses; 
however, since the resident workshop relies heavily on the advanced WBT course content, there 
is no test-out option for the Level 3 courseware when an individual is seeking certification as a 
CDSP (Specialty). 
 
Successful completion of the exam will result in issuance of a record of completion, whether the 
courseware was actually taken or not. If a passing grade is not achieved, the applicant will 
simply take the courseware, then retake the exam. 
 
CERTIFICATION: 
Upon completion of Level 1 and 2 General Security WBT Courses, Level 2 single discipline 
WBT courses, Level 3 advanced WBT and resident workshop in a single discipline, the 
candidate will be certified as a CDSP (Specialty). 
 



MULTI-DISCIPLINE CERTIFICATION (SKILLED-LEVEL 2) 
In order to broaden the knowledge base and cross-functionality of individuals whose duties span 
multiple security disciplines, two different certifications exist to support the needs of that 
population group. 
 
At the skilled level, after completing coursework or demonstrating knowledge of the subject 
material, an individual may achieve certification as a Certified Defense Security Professional 
(CDSP). This signifies completion of a large body of coursework at a significant level of detail 
and complexity. 
 
PREREQUISITES: 
Security specialists who aspire to multi-disciplinary certification at Level 2 will have to complete 
(or test out of) Level 1 and 2 General Security WBT courses. 
 
Experienced or knowledgeable learners may enter the suite of courses at Level 2. Level 2 
courseware is designed with ready, rapid links back to Level 1 content for clarification, 
explanation, or reference when appropriate. 
 
COURSEWARE: 
It is recommended that the individual pursuing certification across all four core security 
disciplines complete all Level 2 WBT courses, although this is not a requirement. Courses can be 
taken in any order. The student will be able to print a certificate, and the completion will create 
an electronic record in the ENROL system of record. 
 
TESTING: 
Individuals who already possess experience or knowledge in a subject area may proceed directly 
to the test (test out option) of any WBT course. Successful completion of the exam will result in 
issuance of a record of completion, whether the courseware was actually taken or not. If a 
passing grade is not achieved, the applicant will simply take the courseware, then retake the 
exam. 
 
CERTIFICATION: 
The integrity of the certification program requires that the exam for Certified Defense Security 
Professional be proctored. This means that a proctoring agency or activity will be used to ensure 
that the exam is administered and taken in conformance with strict accreditation standards. 
Individuals may bypass all Level 2 courses and proceed directly to the proctored certification 
exam. This provision must be vetted through their supervisor.  
 
MULTI-DISCIPLINE CERTIFICATION (EXECUTIVE-LEVEL 3) 
The Executive CDSP resides on an even higher plane. Certification at this level signifies the 
applicant’s arrival at a career peak that requires great depth and complete mastery of the DoD 
security profession at the program level. The DoD Security Executive Development Seminar is a 
resident capstone course that brings together recognized experts in the security arena, using their 
knowledge to mentor and coach individuals aspiring to this advanced certification. 
 
PREREQUISITES: 
Before beginning Level 3 coursework, an applicant for Executive CDSP must first be a CDSP. 
Additionally, completion of all Level 3 general security training courses and advanced WBT 
courses is required. 



 
COURSEWARE: 
The capstone resident DoD Executive Development Seminar is required for certification. This 
seminar constitutes the best of the best, and incorporates guest presenters and distinguished 
speakers. Discussion groups, realistic simulated DoD security environments, combined with 
executive planning, projection, and strategy sessions illuminate what today’s leader in security 
needs in order to succeed. 
 
TESTING: 
The test-out option is not available at this level. 
 
CERTIFICATION: 
The highest level of certification included in the SPēD program is Executive Certified Defense 
Security Professional. Attainment of this certification is viewed as the pinnacle of one’s career. 



THE FUTURE 
 
FURTHER SPECIALIZATION 
A goal of the SPeD program is further specialization of the security profession It is widely 
recognized that individuals who specialize in various aspects of the security world can obtain 
training if they actively seek out the sources. Under the SPēD program, training sources can be 
identified and marshaled by SPēD program advisors, and leveraged by all who participate. More 
importantly, the range of subject matter and skills will have been vetted by security community 
leaders and experts. This body of knowledge can then be translated into a curriculum with 
accompanying certification. The result will be specialization programs within the security field 
that is quantifiable and meet the needs of the DoD. 
 
Just as the warfighter must continuously train and exercise and develop his and her combat skills 
and capability, so must we all continue to develop professionally. We need to stay polished and 
capable, and our new threats require heightened and increased security at all levels. 
 
PROGRAM IMPLEMENTATION SCHEDULE 
SPēD is on schedule, and on budget. As courseware is developed, it is being incorporated into 
the SPēD model. 
 
An aggressive, yet attainable schedule is in effect. Barring unforeseen budget constraints, full 
implementation of all three levels of SPēD training and certification should be complete during 
the Summer of 2009. 

• FY06: Establish Career Development Office 
                 Establish Certification System of Record  
• FY07: Level 1 Courseware (3rd  Qtr)  
• FY08: Level 2 Courseware (3rd  Qtr) 
• FY09: Level 3 Blended Learning (3rd  Qtr) 

 
OTHER CERTIFICATIONS 
Adjudicator certification is being developed under the SPēD umbrella. There will be two levels; 
Adjudicator Level 1 will be considered the “Full Performance” level, and is similar to SPēD 
Level 2. Adjudicator Level 2 will be considered the “Supervisory and Management” level, and is 
similar to SPēD Level 3.  
 
The Special Access Program (SAP) currently has a certification program at the Apprentice 
Level. This level is similar to SPēD Level 1. SAP Journeyman and Master certifications are 
under development. 



CONTACT INFORMATION 
 

• Visit www.dss.mil for latest SPēD news. 
 

• Use the SPēD mailbox sped@dss.mil to get answers to all of your SPēD questions. 


